ePadLink

IntegriSign Desktop User Manual

Version 12.5 - April 3, 2020

Copyright © 2020 ePadLink



ePadLink

IntegriSign Desktop User Manual

Table of Contents

1.0 — Introduction and INSTAITALION ........eiiiiiiiie et e e sraeee e 4
I R = 7= (o £ T 01U I = =T o 1o SR SRERR 4
1.2 — Installing the €PaAd DEVICE ........cc.uiiiiiiee et s e s e e e e e e e s e e e e e e e anntaaaeeeaaeeeaanns 4
1.3 — Uninstalling INtegriSign DESKLOP .....ueiiiiiiiiciiiiiie e st s s s e e e e s st r e e e e s s nnrarreeeeeeeeannns 4

2.0 = IntegriSign DESKLOP PrefErENCES ....coiiii ittt e e e e e e e e e e s st e e e e e e e e anns 5
2.1 — IntegriSign Desktop — CONFfIQUIALION.........ciiiiiiiiiiie e e e e eeeee s 5
2.2 — Creating USEr Profil@S ........eeiiiiiiiiiie ettt e et ee e e e e e s e e b e e eaee s 9

2.2.1 — PUDIC SIGNING +.eeiiteiieiitiie ettt sttt e e s bbbt e s bbb e e e s st e e e s s n e e e s annne s 9

3.0 — Steps for Configuring the Certificate Selection and User Profile Creation .............ccccee..... 10

4.0 — Steps for Signing in AdOBE ACIODAL ........ooiiiiiiiee e 11
4.1 — Creating a Signature in Adobe Acrobat Professional 10.0..........coouiiiiiiiiiieninniiiiee e 11

4.1.1 — Signing a New Signature Field ... 11
4.1.2 — Placing an Empty Sighature Field...........cccccvvviveiiiiiii 11
4.2 — Signing in Adobe Acrobat Reader 10.0.........cccovviiiiiiiiiii 12
4.2.1 — Signing a New Signature FIeld ............ouiiiiiiii e 12
4.2.2 — Signing an EXisting Signature Field ... 12
4.2.3 — Signing in Enable ProteCted MOUE .........coiiiiiiiiiiiiiiiie et e e e e e e e 12
4.3 — Creating a Signature in Adobe Acrobat Professional 11.0.........cccoviiiiiiiiieeeiiiiiiieineee e 13
4.3.1 — Signing a New Signature Field .........coooiiiiiiiii e 13
4.3.2 — Placing an Empty Signature FIeld...........ccoooiiiiiiiiiiiee e ssieee e 13
4.4 — Signing in Adobe Acrobat Reader 11.0 ......cuoiiiiiiiiiiiee e 14
4.4.1 — Signing a New Signature Field ... 14
4.4.2 — Signing an EXisting SIgnature FIeld ...........ooo e 14
4.4.3 — Signing in Enable Protected MOAE ..........coovvviiiiiiiiiieeee 14
4.5 — Creating a Signature in Adobe Acrobat ProDC.........ccoovviviiiiiiiee 15
4.5.1 — Signing a New Signature Field ... 15
4.5.2 — Placing an Empty Signature Field.............cooiiiiiiiiii e 15
4.6 — Signing in Adobe Acrobat Reader DC..........oiiiiiiiiiiiiiii ettt 16
4.6.1 — Signing a New Signature Field ...........ooiuiiiiiiiii e 16
4.6.2 — Signing an EXisting Signature Field ... 16
4.6.3 — Signing in Enable Protected MOGE ...........oooiiiiiiiiiiiiee e 16

5.0 — Document Verification in Adobe ACrobat........coovviiiiiiii e 17

6.0 — Steps for SigNiNg iN MICTOSOTt EXCEI .....iiiiiiiiiiiiiiie et 18
6.1 — MACIO SECUILY SEEHINGS ...ueetiiiiiieei ittt e ettt e ettt e e e e e e ba b e e et e e e e e s e nbbbeeeeaaeeesannnnenees 18
6.2 — CreatiNg @ SIONATUIE..........eeeieiiee ettt e e e et e e e e e e e s e bab et et e e e e e s e nbbbeeeeaaeeesannreeeees 20
6.3 — ShEEt-WISE SIGNING ....ceiiiiiiiiiii ettt e e ettt e e e e e s e b e et et e e e e e s e bbb eeeeaaeeeaanbeenees 21
6.4 — WOrKDOOK VErIfICALION. ... ..ttt e e e e e e e e e e e e neene e 21
6.5 — Microsoft Excel TroubleShOOtiNG ...........coiiiiiiiiiiiii e 21



ePadLink

IntegriSign Desktop User Manual

Table of Contents

7.0 — Steps for Signing in MiCroSOft WO .......oo i aee e 22
A R Y = ol o IS Y Yo W] AT 11 T TSRS 22
7.2 — Authenticate and SECUIE SIGNALUIES .......cciciiiiiiiiieie e e e e e ccee e e e e e e s r e e e e e s st rae e e e e e e e snnenenees 24
7.3 — Freezing a DOCUMENT ........uuiiiiiei ettt ie e e e s e e e e e e s st e e e e e e e s st e et e e e e s santnraeeeeeeeesannnnnnnns 25
7.4 — Signing Protected Documents and TeMPIAES .........eeveiiiiiieiiiiiee e 25
7.5 — Creating @ SIGNATUIE.........eiie ittt et e et e e e st e et e e sbe e e e e abr e e e e sabrreeeanbneeeeans 27
7.6 — SECHONAI SIGNING .....eeeeeiiiieee ettt ettt e e st b e e e s bb e e e e sbae e e e sbreeeesnbreeeeanbneeeeans 28
7.7 — DOCUMENE VEFIfICAION ...ttt e e e e e et e e e e e e s e eeeeees 28
7.8 — Microsoft Word Trouble@SNOOTING ........ccoiuriiiiiiiiieiiiiiee ettt sbne e 28

7.8.1 — Text with Special EffeCtS.......ccoooiiiii i 28
7.8.2 — AULO-TEXE FIBIAS ...ttt e e e e et e e e e e e e s nnnreees 29

8.0 — MICroSOft INTOPALN USE .....uiiiiiiii et e e e e n e e e as 30
8.1 — Enabling IntegriSign in MS InfoPath............c.ccooiii 30
8.2 — Inserting a Signature Field in MS InfoPath...........cccccoviviiii 34
8.3 — Signing a Signature Field in MS InfoPath ...........cccccoeviiii 34



ePadLink

IntegriSign Desktop User Manual

1.0 = Introduction and Installation

An IntegriSign plug-in allows you to create a document and sign it electronically with
your handwritten signature using a Signature Capture Device. The plug-in facilitates:

1. Signature Capture - The signature trace is captured and stored on the
electronic document in a signature object.

2. Content Hashing - The signature object is bound to the contents of the
document such that any alteration of the document after signing it would render
the signature invalid.

3. Document Verification — The document can be verified to ensure its integrity
(i.e., confirming that it has not been tampered) after the act of signing.

1.1 — Before You Begin

1. IntegriSign Desktop runs on Windows 7 operating systems and later.

2. Your system should have a minimum of 50 MB free space on the hard drive, in
addition to the free space requirements for Windows.

3. Before installing a new version of IntegriSign Desktop, uninstall any older
versions of IntegriSign Desktop on your machine.

4. Close all the applications running on Windows.

1.2 — Installing the ePad Device

Refer to the manual provided by ePadLink for instructions on installing the device.
Check if your computer recognizes the ePad.

1.3 — Uninstalling IntegriSign Desktop

To uninstall IntegriSign Desktop, go to “Start — Settings - Control Panel -

Add/Remove” programs. You will find IntegriSign Desktop listed; select IntegriSign
Desktop, and follow the instructions to uninstall the software.

Signatures that have been placed into documents are not removed during
uninstallation.

Note: Deleting the IntegriSign Desktop installation folder directly will not uninstall the
software completely.
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2.0 — IntegriSign Desktop Preferences

The IntegriSign Desktop Preferences window can be invoked from “Start — Programs
— IntegriSign Desktop — Desktop — Preferences Manager”. IntegriSign Desktop
Preferences facilitates the creation of profiles using the “Create” button.

21

< IntegriSign Desktop - Preferences’

- Profile Details
Click on "Create"" button to create a new signer profile.

Signer Name: lJohn Doe l.l Create I

Field | Walue |

Signer Name:  John Doe
Org.Unit Marketing

Organization:  Wayforward Technologies
City: sanlose

State: Ca

Country: US-United States

email ID: john@wayforward.com

- Signature Appearance
Pen Color: - |
= Show with Signature:

[ Name IV Date vV Logo
[ Labels

oyt
Emove
Hemove

2.1 — IntegriSign Desktop — Configuration

“‘Pen Color” and other details to be displayed along with the signature like “Name”,
“‘Date”, “Logo”, and “Labels” for a public signer (no profile users) can be preset
before creating a profile in the “IntegriSign Desktop - Desktop Configuration” window
(“Start — Programs — IntegriSign Desktop — Desktop — Desktop Configuration”).

You can also choose if “Anti-Aliasing” (technique used for signature smoothing) or
“Thickness” needs to be used for signature drawing in documents. If “Thickness” is
used, thickness value can be set.

The size of the signature placeholder can be preset using the “Custom Signature
Size” setting option from the “IntegriSign Desktop - Desktop Configuration” window.
The default signature placeholder size is Width — 180 and Height — 110.

The “Background Logo” option lets a user select the image that will be used as the
logo to be displayed behind the signature. The width and height of the logo selected
should not be more than 180 and 110 respectively.

The “Signature Processing” section lets the user enable or disable white space
removal for signatures and, if enabled, to specify the maximum enlargement factor.
By default, the “White Space Removal” option is enabled (checked) and the
“‘Maximum Enlargement Factor” is set to 1.25.
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After signing on the signature pad with the “White Space Removal” option disabled,
the signature pad sends the entire image of the drawing surface of the pad to the
PC. When the “White Space Removal” option is enabled, the pad removes the white
space around the signature drawn on the pad and sends only the rectangle that
contains the signature information to the PC. Thus, when the PC displays the
signature in a signature field in the document, the signature typically appears larger
and more legible (compared to no white space removal), especially in the usual case
where the signature field in the document is small.

The “Maximum Enlargement Factor” option is used only in cases where the size of
signature on the signature pad (after white space removal) is smaller than the size of
the signature field in the document. When the signature drawn on the signature pad
is smaller than the size of the signature field in the document, IntegriSign Desktop
will enlarge the signature to fill the signature field. However, it will limit the
enlargement to the value of the maximum enlargement factor. This prevents the
signature from looking too pixelated or jagged. For example, the default width and
height of the signature field in IntegriSign Desktop are 180 and 110 pixels, if not
changed by the user. When translated into inches, the width is 1.875 inches and the
height is 1.145 inches. If the signature field in the document is 4.0 inches wide and
2.0 inches high, IntegriSign Desktop will enlarge the signature to fill the signature
field, but limit the enlargement to the maximum enlargement factor. If the maximum
enlargement factor is 1.50, then the signature in the document will be no more than
50% larger than the signature captured on the signature pad. The maximum
enlargement factor can range between 1.0 and 2.0.

IntegriSign Desktop applies the current “White Space Removal” and “Maximum
Enlargement Factor” settings set in the Desktop Configuration to all the signatures in
a document signed using IntegriSign Desktop (including previously signed
signatures) when the document is opened. Thus, suppose you have signed a
document with the “White Space Removal” option disabled and saved the document.
Later, if you enable the “White Space Removal” option and open the previously
signed document, IntegriSign Desktop applies its “White Space Removal” technique
to the previously signed signatures. Furthermore, if IntegriSign Desktop has enlarged
a signature to fill a signature field, it applies the “Maximum Enlargement Factor”
option as appropriate.

The “Auto Select Signer Name from List” option selects a signer profile (if profiles
exist) automatically in the signing window when checked. The functionality of this
feature is that, if you have any profiles created using the “Preferences Manager”, the
last created signer profile is automatically selected if this option is set in the “Desktop
Configuration” window. The selected signer profile will be of the last used signer, if
there are no profiles created between the last usage and current usage. If this option
is turned off, the profile will not be selected by default when the signature capture
dialog pops-up.

The “Required Information” section allows you to make the “Signer Name” option
mandatory for signing.
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‘ePad LCD” options allow the user to configure the ePad LCD devices (e.g. ePad-
ink). The “Background Image” option lets the user select the image that needs to be
displayed on the ePad LCD device during signature capture. Selecting “Default”
displays the image that is selected in the ePad LCD device “Control Panel” applet
(for ePad-ink, it is ePadink-USB). Selecting “IntegriSign” displays an image with
three buttons on the device: “OK”, “CLEAR”, and “CANCEL”. The functionality
associated with these buttons is same as the buttons in the “Signature Capture
Dialog”.

The “Text to display below signature” option lets the user specify the text to be
displayed on the ePad LCD Device below the signature capture region and above
the “OK”, “CLEAR”, and “CANCEL” buttons. A maximum of two lines on the device
can be used to display this text. If the device is an ePad-ink, the text can contain a
new line character “\n” to wrap the text into two lines. If no “\n” is supplied, then the
software wraps the text into two lines (if the text cannot be fit into one line). If the
device is an ePad-vision, “\n” is not required, the text is sent to the device “as-is”,
and the device displays the same in a text widget.

—~ -
IntegriSign Desktop - Configuration n n L&J
Signature Appearance Input Options
Pen Color: . [V Auto select Signer Name from list.
(¢ Use Anti- aliasing ¢ Use Thickness |2 :'_l Required Information
Show with Signature: v Signer Name

v Name W Date ¥ Logo [~ Labels ePad LCD Options

Sighature Size Background Image: ' Default " IntegriSign
¢ Defaults Text to display below signature.
" Custom: Wwidth: |180 Height: {110 l
||
I Background Logo ePad-vision Options
Pl lect an i 1
et tilats ™ Enable compliance text options
. Signature Processing

v ‘white Space Removal
' v Maximum Enlargement Factor 1.25

oK Cancel
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The “ePad-vision Options” section allows the user to specify if the compliance text
options feature needs to be enabled. This feature is available only for ePad-vision
devices. If the option “Enable compliance text options” is selected, the button
“Options” gets enabled and you can choose the screens to be displayed during the
act-of-signing. Clicking the “Options...” button will display the following window.

=

IntegriSign Deskiop - ePad-vision Options

[ By zigning below, vou have acknowledged and agreed with the A
termz and canditions set forth by the Agreement. |n addition, pou

[ Compliance Test

[ Agreement Tesxt

Cancel

By default, only the “Affirmation Text” box is selected, and it cannot be unchecked
since it is mandatory. However, the affirmation text can be edited according to your
requirements. Also, you can choose to enable or disable the “Compliance Text” and
“‘Agreement Text” screens and can edit the corresponding text. If all of the options
are selected, during the act-of-signing, the screens are displayed in the following
order:

“‘Agreement Text” screen containing “Decline” and “Accept” buttons
“Compliance Text” screen containing “Opt-out” and “Proceed” buttons
“Affirmation Text” screen where the affirmation text is displayed along with
“‘OK”, “CLEAR”, and “CANCEL” buttons (including an area of signing)

wNE

If the option “Enable compliance text options” is selected in the “Desktop
Configuration” window, the above screens are displayed for every signature capture
in all the IntegriSign Desktop plug-ins.
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2.2 — Creating User Profiles

User profiles can be created using “Create” option available in the “IntegriSign
Desktop Preferences” window. Enter details like signer name, organization unit,
organization name, email, etc. Only the “Signer” name field is mandatory.

- IntegriSign - Profile Creation F 2| x|
— Profile &ttributes

Signer Name: IJ ohn Doe

Organization Unit: lMarketing

Organization: I’W’ayForward Technologies

City: I SanJose

State: |CA

Country: [US-United States |

eMail ID: Iiohn@wayforward. con‘l

oK Cancel |

2.2.1 — Public Signing

In public signing (e.g. customer signing), the signer can enter a name in the “Signer
Name” field and start signing using an ePad device. The “Auto Select Signer Name
from List” option in the “Desktop Configuration” window has to be unchecked for
public signing in case a profile already exists.
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3.0 — Steps for Configuring the Certificate Selection and User
Profile Creation

1. A digital certificate is required for signing in Acrobat 10.0 and later. The
certificate can be self-signed or from a trusted CA (Certificate Authority). If
you don’t already have a certificate for signing, follow these steps to import a
certificate:

i. Navigate to the IntegriSign Desktop installation folder (typically
“C:\Program Files (x86)\IntegriSign Desktop\Desktop” for a 64-bit OS or
“C:\Program Files\IntegriSign Desktop\Desktop” for a 32-bit OS) and
select the certificate (for example, the certificate named pDocSigner.pfx
is installed as part of the installation) and double-click on it.

ii. Select the "Current User" option under “Store Location”, and click on the
"Next" button in the displayed “Certificate Import Wizard” window.

iii. Click on the "Next" button in the displayed “Certificate Import Wizard”
window.

iv. Enter the password (for example, the password for the certificate
pDocSigner.pfx is “pdocsigner”), and click the "Next" button in the
displayed “Certificate Import Wizard” window.

v. Make sure that the "Automatically select the certificate store based on
the type of certificate” option is selected and click the "Next" button in the
displayed “Certificate Import Wizard” window.

vi. Click the "Finish" button in the displayed “Certificate Import Wizard”
window.

vii. Click the "OK" button in the displayed message.

2. Invoke the “IntegriSign Desktop Configuration” window from the following
location: “Start - Programs - IntegriSign Desktop - Desktop - Desktop
Configuration”.

3. In the “Certificate Selection” sub-window, click the “Select” button.

4. In the "IntegriSign — Certificate Manager" window, select the certificate to be
used when signing (for example, the certificate value
“‘pdoc1@topazsystems.com” corresponds to the pDocSigner.pfx certificate
installed previously), then click the “OK” button.

5. Invoke the “IntegriSign Desktop — Preferences” window from the following
location: “Start - Programs - IntegriSign Desktop - Desktop - Preferences
Manager’.

6. Create the “User Profile” in the “Preferences Manager” window.

Note: Expired certificates are not shown in the "IntegriSign — Certificate Manager"
window.

10
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4.0 — Steps for Signing in Adobe Acrobat

4.1 — Creating a Signature in Adobe Acrobat Professional 10.0

Signing in Adobe Acrobat Professional 10.0 can be accomplished in the following
ways:

4.1.1 — Signing a New Signature Field

1. Open the PDF document to be signed.

2. Click on the “Tools” button, and then click on the “Sign & Certify” pane item in

the “Tools” task pane.

3. Click “Place Signature” or “Sign Document” and then using the mouse, click
and drag to draw the area where you would like the signature to appear in
your document.

4. Start signing in the displayed signature window.

4.1.2 — Placing an Empty Signature Field

1. Open the PDF document to be signed.
2. Click on the “Edit” button under the “Forms” menu in the “Tools” task pane.
i. If the opened PDF does not contain any prior form fields, you will receive
a message saying “Currently there are no form fields in this PDF. Do you
want Acrobat to detect form fields for you?”. Click on the “Yes” button.
You will receive a message that “No new form field annotations were
detected”. Click on the “OK” button and “Design Mode” will be enabled.
ii. If the PDF contains form fields, you will not receive any messages and
will be taken directly to “Design Mode”.
3. In “Design Mode”, either click on the “Forms - Tasks - Add New Field” and
then select “Digital Signature”, or click on the “Add a digital signature” button
in the toolbar.

11
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4.2 — Signing in Adobe Acrobat Reader 10.0

Signing in Adobe Acrobat Reader 10.0 can be accomplished in the following ways.

Note: The PDF document must be rights-enabled before signing the signature in the
Adobe Acrobat Reader 10 application.

4.2.1 — Signing a New Signature Field

1. Open the PDF document to be signed.

2. Click on the “Tools” tab, and then click on “Place Signature” or “Sign
Document” in the “Tools” task pane.

3. Click and drag to draw the area where you would like the signature to appear
in your document.

4. Start signing in the displayed signature window.

4.2.2 — Signing an Existing Signature Field

1. Open the PDF document which already has blank signature fields in the
document.

2. Click on the signature field in the document.

3. Start signing in the displayed signature window.

4.2.3 — Signing in Enable Protected Mode

In Adobe Acrobat Reader 10.0, by default, the "Enable Protected Mode at Startup”
option under “Edit - Preferences - General - Application Startup” should be in
enabled mode.

When you try to sign a signature when this setting is on, after clicking on the “OK”
button in the Signature Capture window or on the signature capture device, you will
be prompted with the “Save As” screen. Once the document is saved, the signature
is applied to the document. If “Enable Protected Mode at Startup” is disabled (i.e.,
unchecked), the signature gets applied to the PDF document without the “Save As”
prompt and the document gets saved.

12
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4.3 - Creating a Signature in Adobe Acrobat Professional 11.0

Signing in Adobe Acrobat Professional 11.0 can be accomplished in the following

ways.

4.3.1 — Signing a New Signature Field

1.
2.

3.

Open the PDF document to be signed.

Click on the “Tools” button, and then click on the “Sign & Certify” pane item in
the “Tools” task pane.

Click “Place Signature” or “Sign Document” and then using the mouse, click
and drag to draw the area where you would like the signature to appear in
your document.

Start signing in the displayed signature window.

4.3.2 — Placing an Empty Signature Field

=

Open the PDF document to be signed.
Click on “Edit” button under the “Forms” menu in the “Tools” task pane.
i. If the opened PDF does not contain any prior form fields, you will receive
a message saying “Currently there are no form fields in this PDF. Do you
want Acrobat to detect form fields for you?”. Click on the “Yes” button.
You will receive a message that says “No new form field annotations
were detected”. Click on the “OK” button, and “Design Mode” will be
enabled.
ii. If the PDF contains form fields, you will not receive any messages and
will be taken directly to “Design Mode”.
In “Design Mode”, either click on “Forms - Tasks - Add New Field” and then
select “Digital Signature”, or click on “Add a digital signature” button in the
toolbar.
Using the mouse, click and drag to draw the area where you would like the
signature to appear on your document. Right click on the newly inserted
signature field and then select “Properties”.
The “Digital Signature Properties” window is now displayed. Enter an
appropriate name in the “General” tab. In the “Appearance” tab, you can set
the details like font, text color, borders, and more.

13
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4.4 — Signing in Adobe Acrobat Reader 11.0

Signing in Adobe Acrobat Reader 11.0 can be accomplished in the following ways.

Note: The PDF document must be rights-enabled before signing the signature in the
Adobe Reader 11 application.

4.4.1 — Signing a New Signature Field

1. Open the PDF document to be signed.

2. Click on the “Sign” tab, and then click on “Place Signature” in the “Sign” task
pane.

3. Click on the “Next” button in the displayed confirmation message.

4. Click and drag to draw the area where you would like the signature to appear
on your document.

5. Start signing in the displayed signature window.

4.4.2 — Signing an Existing Signature Field

1. Open the PDF document which already has blank signature fields in the
document.

2. Click on the signature field in the document.

3. Start signing in the displayed signature window.

4.4.3 — Signing in Enable Protected Mode

In Adobe Acrobat Reader 11.0, by default, the "Enable Protected Mode at Startup”
option under "Edit - Preferences - Security (Enhanced) - Sandbox Protections”
should be in enabled mode.

When you try to sign a signature when this setting is on, after clicking on the “OK”
button in the Signature Capture window or on the signature capture device, you will
be prompted with the “Save As” screen. Once the document is saved, the signature
is applied to the document. If “Enable Protected Mode at Startup” is disabled (i.e.,
unchecked), the signature gets applied to the PDF document without the “Save As”
prompt and the document gets saved.

14
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4.5 — Creating a Signature in Adobe Acrobat Pro DC

Signing in Adobe Acrobat Pro DC can be accomplished in the following ways.

4.5.1 — Signing a New Signature Field

1.
2. Click on the “Tools” tab, click on “Certificates” and then click on “Digitally

3.

4.

Open the PDF document to be signed.

Sign” (in the top toolbar).

Click and drag to draw the area where you would like the signature to appear
in your document.

Start signing in the displayed signature window.

4.5.2 — Placing an Empty Signature Field

1.

2.
3.

Click “Tools” and then “Prepare Form”. Select the document you wish to sign,
and then click the “Start” button.

Near the top of the window, click the “Add a digital signature” button.

Place the signature field where you would like the signature to appear in your
document and drag the signature field to the desired size using the mouse.
After doing so, name the signature field, check if it needs to be a “required
field”, and exit out of the signature box by clicking anywhere on the PDF.
Click the “X” in the “Prepare Form” menu to exit out of the “Prepare Form”
mode.

15



ePadLink

IntegriSign Desktop User Manual

4.6 — Signing in Adobe Acrobat Reader DC

Signing in Adobe Acrobat Reader DC can be accomplished in the following ways.

4.6.1 — Signing a New Signature Field

1. Open the PDF document to be signed.
2. Click on the “Tools” tab, click on “Certificates” and then click on the “Digitally
Sign” (in the top toolbar).
3. Click and drag to draw the area where you would like the signature to appear
in your document.
4. Start signing in the displayed signature window.

4.6.2 — Signing an Existing Signature Field

1. Open the PDF document which already has blank signature fields in the
document.

2. Click on the signature field in the document.

3. Start signing in the displayed signature window.

4.6.3 — Signing in Enable Protected Mode

In Adobe Acrobat Reader DC, by default, the "Enable Protected Mode at Startup”
option under "Edit - Preferences - Security (Enhanced) - Sandbox Protections”
should be in enabled mode.

When you try to sign a signature when this setting is on, after clicking on the “OK”
button in the Signature Capture window or on the signature capture device, you will
be prompted with the “Save As” screen. Once the document is saved, the signature
is applied to the document. If “Enable Protected Mode at Startup” is disabled (i.e.,
unchecked), the signature gets applied to the PDF document without the “Save As”
prompt and the document gets saved.

16



ePadLink

IntegriSign Desktop User Manual

5.0 — Document Verification in Adobe Acrobat

Right-click on the signed signature in the document. Acrobat 10.0, Acrobat 11.0 and
Acrobat DC will display a window with the following options:

Clear Signature

Yalidate Signature

View Signed Version

Compare Signed Version to Current VYersion

Show Signature Properties. ..

Clear Signature Field: Clears the signature field.

Validate Signature: IntegriSign for Acrobat checks to see if the document and the
signature have been altered after signing.

View Signed Version: IntegriSign for Acrobat displays a window that shows the
version of the file that existed at the time of signing.

Compare Signed Version to Current Document: If a document is signed more
than once, IntegriSign for Acrobat maintains all of the signed versions in a single

Adobe PDF file. The earlier versions can be compared with the current document
with this option.

Properties: Clicking on this option shows a window with the image of the signature,
ePad device information, and the signer information.

17
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6.0 — Steps for Signing in Microsoft Excel

When IntegriSign Desktop is installed onto a system, the plug-in for MS Excel 2010
64-bit or later is automatically installed. On opening the application, you will be able
to find the IntegriSign options under the “IntegriSign” menu, as shown below:

okl = Microsoff

Home Insert Page Layout Formulas Data Review View Developer Add-Ins IntegriSign

Insert Preferences

Signature Field
IntegriSign Options

6.1 — Macro Security Settings
1. Click on the “Developer” tab.
Note: If the “Developer” tab isn’t visible, see the next page for instructions.

2. Click on the “Macro Security” button (i.e. “Yellow Exclamation” button) under
the “Code” group. For reference, see the image below.

v Home Insert Page Layout References Mailings Review View Developer

fj‘jf]AaAaé]_E lgé @& _E;fl

Visual Macros _ﬁ EQ Lﬁ’ :é']‘ (é@v .,:‘. Structure <;> Protect
= A (Fe g

Document Document
Template Panel

& || Document ~

Basic

Macro Security

Customize the macro security
settings.

@ Press F1 for more help.

3. IntegriSign macros are digitally signed. Change the setting to “Disable all
macros except digitally signed macros”, as shown below.

4. Once the above setting is applied, restart MS Excel.

5. You might be prompted with a message bar saying “Security Warning ActiveX
controls have been disabled” with an “Enable Content” button. Simply click on
the button to proceed further.
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Note: If the “Developer” tab is not visible, follow the steps below to enable the tab:

=

Open the “Excel Options” window using “File - Options”.

Select the “Customize Ribbon” option on the left side of the “Excel Options”
window.

3. Check the "Developer" option in the list under the "Customize the Ribbon"
section.Click on the “OK” button to finalize.

no

See the below screenshot for reference.

Excel Options (-9 [

General B
i L@E Customize the Ribbon.
Formulas

Proofi
Procfing Popular Commands Main Tabs [~]
Save
Laniige 11 All Chart Types... Main Tabs |
- Borders & [V/Home
Advanced [@ Calculate Now # Clipboard
= Center [# Font
Customize Ribben FZ Conditional Formatting [ Alignment
Quick Access Toolbar L) Connections £ Nuinber
E® Copy [ Styles
Add-Tns [ Custom Sort. B Cells
¥ cut  Editing
Trust Center A Decrease Font Size & [ Insert
@ Delete Celi... @ [7] Page Layout
% Delete Sheet Columns @ [@] Formulas
X Delete Sheet Rows e =]
7 Emil & [7] Data L
& Fill Color & [] Review =]
Y Filter & [V] View
Font # [V] Developer
A Font Color @ [@] Add-Ins
Font Size

Choose commands from:

[=] Format Cells...

¥ Format Painter

<l Freeze Panes

A" Increase Font Size
&= Insert Cells...

7& Insert Function...
"1 Insert Sheet Columns
€= Insert Sheet Rows

> Macros
Merae & Center

Customize the Ribbon:

& [¥]IntegriSign
# [¥] Background Removal

NewTab | [ NewGroup | [ Reneme... |

Customizations: | Reset v |G

[Import/Export ~ |

»
" 'Cﬁ'
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6.2 — Creating a Signature

Signing in MS Excel using IntegriSign can be accomplished by using the
“Sign Document” option.

O

Authenticate L

—Authenticate Sheets

[T15Sheetz
[[15heet3

v Whole Workbook

Select the sheets to authenticate.

Mote: You may select multiple sheets or select
"Whole workbook' to Authenticate,

Cancel

oo

8.

Make the entries in the Excel Sheet and compose the workbook.

Create sheets, depending on requirement (for more information, see the
Sheet-wise Signing section below).

Place the cursor on the Sheet that requires a signature and click on the “Sign
Document” button.

An “Authenticate” window is displayed which presents the signer with the
option of authenticating a specific sheet or the entire workbook.

Choose single or multiple sheets for workbook authentication.

Click “OK” to place a signature placeholder with the words “Double-click to
Sign”. Double-click this placeholder to sign the sheet.

The signature capture screen is now displayed to capture inputs from the
ePad.

Approximate Weekly total
Avg. Time Resource time spent in
R e N Spent name hrs
John Doe, William Srith 8 hrs
= - John Doe

i Signature Information

Signet Name: IJohn Doe EJ
M ':Q: ePad device initiakzed properly. Start signing...
Clear | ok | Cancel |

Select the “Signer” name from the list for a registered signer, or for public
(non-registered) signing, the signer can just enter their name in the “Signer
Name” field.
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9. Sign using the ePad. The signature trace is shown in the signature
placeholder. To apply the signature to the document, click on the “OK” button.
To clear the signature, click on the “Clear” Button. To cancel signing, click on
the “Cancel” button in the dialog displayed.

In addition to the basic functions mentioned in the Introduction, the IntegriSign MS
Excel Plug-In also offers sheet-wise signing and workbook verification.

6.3 — Sheet-wise Signing

The IntegriSign MS Excel Plug-in allows you to create multiple sheets in a workbook
such that each sheet is treated as an independent workbook. This is especially
useful in cases where the same Excel sheet/workbook is being signed by multiple
signers and should permit a second or third signer to add comments without
affecting the first signer’s signature. For example, the first signer (e.g. John) can
create a sheet and authenticate it with his signature and forward it to the second
signer (e.g. Nancy), who can then add her comments to the second sheet and
authenticate it with her signature and so on.

6.4 — Workbook Verification

1. Double-click on the signature in the sheet.

2. A window is displayed with the image of the current signature, “Signature
Capture Device” information, and the signer information.

3. If the sheet is modified after signing, then the signature on the sheet is
invalidated with an “X” on the signature. Restoring the changes made to the
sheet brings back the signature to its original state.

6.5 — Microsoft Excel Troubleshooting

Before you begin signing in Excel, you must ensure that you exit design mode by
clicking on the “Design Mode” icon in the “Developer” tab.

DATA REVIEW VIEW DEVELOPER
b/ Properties
a View Code B Expansion P

Design ource
Mode Run Dialog

Controls XML
Design Mode

Turn en or off design mode.

Note: Without exiting design mode, you will be unable to use IntegriSign Desktop.
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7.0 — Steps for Signing in Microsoft Word

When IntegriSign Desktop is installed onto a system, the plug-in for MS Word 2010
64-bit and later is automatically installed.

Home Insert Page Layout References Mailings Review View Developer IntegriSign
o & R B o
y 4 & G Eg
Insert Sign Signature Preferences Protect  Verify All Configuration
Signature Field Field Document Signatures

IntegriSign Options

7.1 — Macro Security Settings
1. Click on the “Developer” tab.

Note: If the “Developer” tab isn’t visible, see the next page for instructions.

2. Click on the “Macro Security” button (i.e. “Yellow Exclamation” button) under
the “Code” group. For reference, see the image below.

Home Insert Page Layout References Mailings Review View Developer IntegriSign
=] Record Macro ﬁ:sg F—] AaAa[=| B&Z DesignMode @ &3 Schema
0 |s=sAe =t
& 5 L (8) » = " 5N T
e Recordir "2 b‘é E g & Propertie 3 Transforr

: i :
Visual Macros Add-Ins COM Structure .,

Basic /I\ Macro Security Addns | [ M G8~

4| Expansion Packs
Code Add-Ins Controls XML
E] Macro Security N R P R B PR S

Customize the macro security

< settings.
= 0 Press F1 for more help.

E

3. IntegriSign macros are digitally signed. Change the setting to “Disable all
macros except digitally signed macros”, as shown below.

4. Once the above setting is applied, restart MS Word.
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Note: If the “Developer” tab is not visible, follow the steps below to enable the tab:

4. Open the “Word Options” window using “File - Options”.

5. Select the “Customize Ribbon” option on the left side of the “Word Options”
window.

6. Check the "Developer” option in the list under the "Customize the Ribbon"
section.

7. Click on the “OK” button to finalize.

See the below screenshot for reference.

Word Options M
General ) ) -
ke Customize the Ribbon and keyboard shortcuts.
Display e
Choose commands from: Customize the Ribbon:
Roofing Popular Commands [z‘ Main Tabs E
Save
Language Accept and Move to Next - ‘Main_Tabs -
= Align Left = [V/|Home i
Advanced >% Breaks » & Clipboard
> := Bullets 4 & Font
Customize Ribbon = Center # Paragraph
Quick Access Toolbar 6‘ ChangeHist | slel S & Styles
E® Copy = _ B Editing
Add-Ins ¥ Cut & [V]Insert
- = Define New Number Format... [ [¥] Design
rust Center ) Delete 7,
A [ [V] Page Layout
™ Draw Table = 298 ayou
Draw Vertical Text Box = @ ﬂ References 1=
@9 Email & [¥] Mailings [3
#% Find [ [V] Review
Font I ® [¥] View (=)
A Font.. # [7] Developer
A Font Color > @ B AT
Font Size Ir F J B ns
~ Format Painter & [V]IntegriSign
A Grow Font [ [?] Blog Post
&5 Hyperlink... [ [7]Insert (Blog Post)
As! R o ! @ [7] Outlining
W= R AN aIagiop Jpacing # V] Background Removal >
P Macros
%] Multiple Pages New Tab ] ! New Group ] [ Rename... ]
New -
Customizations: 5
Keyboard shortcuts: | Customize... Imgort/Export v |G
<] m e
Cancel
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7.2 — Authenticate and Secure Signatures

The “Authenticate and Secure” window gives you the option of authenticating a
specific section within the current document or the entire document for the current
signature. The “Whole Document” option, when checked, includes the entire
document for authentication.

r~Authenticate Sections

¥ Select the sections to authenticate,

Oz
Mote : You may select multiple sections or
Select "Whole Document' ko Authenticate

[~ Whole Document

[V Freeze Document (Protect document from Further modifications)

l**m***l

Password

Select the 'Freeze' option to restrict further modifications to the whole Document.
A Password is required, if the document was not already protected,

oK I Cancel |

The “Authenticate and Secure” window is not shown during signing process by
default. To enable this window, uncheck the “Do not show Authenticate and Secure
window” under “Word — Configuration”. This can be accessed from the “IntegriSign
Configuration” menu. The “Freeze Document” option in IntegriSign for MS Word —
Configuration is irreversible. Once a document is frozen, using this option cannot be
unfrozen.

IntegriSign for MS Word - Configuration

— Display

¥ Do not show Authenticate and Secure window:

Default Options
¥ | Whole Document (Include complete document For authentication)

[~ Freeze Documnent (Prokect docurment From Further modifications)

— Validate Signatures during

¥ Save |+ Prirk

[a]4 I Cancel |

The document can be authenticated automatically in either “Save” or “Print” events.
These events can be set from “IntegriSign — Configuration”.
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7.3 — Freezing a Document

The IntegriSign plug-in allows you to choose if you want to “freeze” the whole
document from the “Authenticate and Secure” window. Freezing is accomplished
through the act of signing, immobilizes the whole document, and does not allow any
changes or modifications to be made. You are required to give a password when
using the “Freeze” feature. Frozen documents can be unfrozen from “Developer
Restrict Editing - Stop Protection”.

Authenticate and Secure L

—Authenticate Sections

v Select the sections to authenticate.

Oz
Note : You may select multiple sections or
Select "Whole Document' to Authenticate

I~ Whole Document

[V Freeze Document {Protect document from further modifications)

Password

l******'

Select the 'Freeze' option to restrict further modifications to the whole Document.,
& Password is required, if the document was not already protected.

OK l Cancel I

7.4 — Signing Protected Documents and Templates

Before protecting the document to be signed, click “Insert Signature Field” to place a
signature placeholder in the Word document. Then, protect the document using the
“Protect Document” feature from the “IntegriSign” menu so that you can sign at a
later point of time. If the document is protected using the “Restrict Editing” option in
the “Developer” menu, signing the document with the content authentication feature
is not possible.

Home Insert Page Layout References Mailings Review View Developer IntegriSign
P ok im
= & K & & 9
Insert Sign Signature Preferences Protect Verify All Configuration
Signature Field Field Document Signatures
IntegriSign Options

Place a signature placeholder in the Word document, and then protect the
document. Select “Forms” from the “Protect documents for...” menu. Provide a
password to complete the protection of the document process. To unprotect, go to
“Developer - Restrict Editing - Stop Protection”.
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To initiate the act-of-signing on unsigned placeholders/fields in a protected
document, use the “Sign Signature Field” option instead of double-clicking the
placeholder. The “Sign Signature Field” option displays a window listing all the
unsigned signature fields.

In our example below, the document has three unsigned signature fields. When

Signaturel is selected, the selected signature is automatically highlighted in the
document. Click on the “Sign” button to initiate the act-of-signing.

Select Signature Field ko S |

List of Unsigned Signatures:

[ Signature2
Signatures

Sign Cancel

Mote : This lisk does nok include Signatures in
Header/Footer, Signatures in Header/Fooker
can only be signed by double clicking on them
whien the document is nok protected,

Note: In a protected document:

1. Blank signature fields in the Header/Footer cannot be signed using the “Sign

Signature Field” option.
2. Signatures in the Header/Footer do not get verified when the “Verify All
Signatures” option is used.
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7.5 — Creating a Signature

Signing in MS Word using IntegriSign can be accomplished by using the “Insert
Signature Field” option.

N =

Compose the document.

Create sections, if desired (for further details on how to create sections in
Word, see Sectional Signing later in this document).

Place the cursor where the signature needs to be placed on the document,
and click on the “Insert Signature Field” button. A placeholder appears on the
document with the words “Double-click to Sign”. Double-click this
placeholder to sign the document.

The “Authenticate and Secure” window displays, which presents the signer
with the option of authenticating a specific section within the current
document or the entire document.

Choose the sections to be authenticated. You may select one or more
sections depending on how many sections you wish to authenticate with that
signature.

You also have the option of freezing the entire document preventing any
further modifications. Freezing an entire document will disable all editing
features for the document and cannot be reversed.

The signature capture screen is now displayed to capture inputs from the
ePad device.

This 15 a demo document.

SR —
: ’

Z
Z 2
z £4 o 3
é f IntegriSign Desktop '_?l x]
Z Z . .
Z 5\6 %~ Signature Information -
. Al
Z Z s
p 2 Z Signer Name: ]J°hnD°e j
2 Z
7 s N
o= ‘,Q( ePad device initialized properly. Start signing..
Clear | 0K I Cancel I

Select the “Signer” name from the list for a registered signer, or for public
(non-registered) signing, the signer can just enter their name in the “Signer
Name” field.

Sign using the ePad. The signature trace is shown in the signature
placeholder. To apply the signature to the document, click on the “OK”
button. To clear the signature, click on the “Clear” Button. To cancel signing,
click on the “Cancel” button in the dialog displayed.

In addition to the basic functions mentioned in the Introduction, the IntegriSign MS
Word Plug-In also offers sectional signing and document verification.
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7.6 — Sectional Signing

The IntegriSign MS Word plug-in allows you to create multiple sections in a
document such that each section is treated as an independent document. This is
especially useful in cases where the same document is being signed by multiple
signers, and should permit a second or third signer to add remarks to any of the
sections without affecting the first signer’s signature. For example, the first signer
(e.g. John) can create a section and authenticate it with his signature and forward it
to the second signer (e.g. Nancy), who can then add her comments to the second
section and authenticate it with her signature, and so on.

To create sections in MS Word, follow the steps below:

1. Go to “View” on the MS Word toolbar and click on “Draft”.

2. Place the cursor at the location where the section break is required.

3. Go to the “Page Layout” toolbar and select “Breaks”.

4. Select the type of section break to be inserted, e.g “Continuous” (if the section
breaks are intended to be on the same page).

5. A section break is shown on the document where the cursor was located.

The document can be partitioned into any number of sections. Each section in a
document is treated independently and can be signed and authenticated,
depending on the functionality intended for the document.

7.7 — Document Verification

1. Double-click on the signature in the document. A window is displayed with
the image of the current signature, as well as device and signer information.

2. If the document is modified after signing, then the signature on the document
is invalidated with a large “X” through the signature. Reversing the change
made to the document brings the signature back to its original state.

In case of protected documents, for document verification use the “Verify All

Signatures” option. Any modifications made to the document after signing will
invalidate the signatures made.

7.8 — Microsoft Word Troubleshooting

7.8.1 — Text with Special Effects

For optimum performance, we advise that you do not place a signature object next to
text with special effects, such as strikethrough, superscript, subscript, shadow, and
more.
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7.8.2 — Auto-Text Fields

Using IntegriSign along with some of the auto-text fields in a Word document's
“‘Header and Footer” are not supported. Using such fields will update the document
content over time, thus modifying the signature and making it invalid. Use of the
following auto-text fields with IntegriSign is not recommended:

Note:

ogarwNE

Author
Page #
Date
Confidential
Last printed
Page X of Y

In some cases, inserting the signature placeholder can alter the Table of

Contents (e.g. page numbers might change). Signing without regenerating the Table
of Contents and saving the document will invalidate the signature. It is advisable to
regenerate the Table of Contents after placing all the signature placeholders. Then,
save the document before signing.
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8.0 — Microsoft InfoPath Use

8.1 — Enabling IntegriSign in MS InfoPath

Upon installation, the IntegriSign Signature control has to be added to MS InfoPath’s
“Controls” list manually for the very first time.

Open the “Microsoft InfoPath Designer”. Select “File — New” and click “Blank
(InfoPath Filler)”. Then, click “Design this Form” in the right pane. In the displayed
window, select “Controls” from the toolbar.

: Controls v X
®|®|a

_[Ej Layout

9‘{'“ Controls

P 4 Data Source
31 Views

Insert controls:
:_EI Scrolling Region 2
IQI Choice Group
IQI Repeating Choice Group
2 Choice Section
2531 Repeating Recursive Section

Custom

Empty
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Click on the “Add or Remove Custom Controls...” hyperlink. In the displayed dialog,
click the “Add” button.

=

r
Add or Remove Custom Controls @

Custom controls:

Add...

I

OK

L

In the “Add Custom Control Wizard” window, select “ActiveX Control” and click on
the “Next” button.

-

Add Custom Control Wizard

Select a Control Type
Custom controls provide functionality that can be reused across many forms.

(O Template Part
Template parts can be created in InfoPath and contain controls, a
data source and other features.

(O} of
A control that uses COM and ActiveX technologies. ActiveX controls
must be installed on each user's computer,

Find additional custom controls on Office Marketplace...

[ Mext = l[ Cancel ]
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Scroll down, select the “IntegriSign InfoPath Signature” ActiveX control, and click
“Next”.

Add Custom Control Wizard ‘5]

Select an ActiveX Control

‘You can select an ActiveX control that is installed on your computer and make it available in
the Controls task pane.

Select a control:

IntegriSign InfoPath Signature ;]
IntegriSign Signature

1SAccess97, Acc7WizObjCtl

1SDAO351.ctiDAC i

1SDAO36.ctiDAC

1SDCOMDply . ctiIDCOMDeployment

1SODBC351.0DBC3S1CH

ItemEdit Class

Java Class: com.ms.vid.grid.Grid

Java Class: com.ms.wfc,html.DhComponentWrapper$DhInnerSafe
Label DTC =~

~— Details

& Language: Language Neutral
Version: 1.0

< Back I Mext = I Cancel |

Select the “Don’t include a .cab file” option and click “Next”. Select “SignData” as the

“Binding property” in the next dialog and click “Next”.

r 3

Add Custom Control Wizard @

Specify a Binding Property
Bind an ActiveX control property to a field in the Form's data source; this allows data
associated with the control to be saved.

Binding property:

(do not bind)

AppID
HashData

HashTEEe

TagData

< Back | Mext = | Cancel
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Select “(none)” as the Enable or Disable property option, and click “Next”. In the
subsequent dialog, make sure that the “Text (string)” data type is checked.

2

Add Custom Control Wizard

Specify Data Type Options
Define a data type for the ActiveX control.

Field or group type: Flé& (elernent or aitribute)

Select one or more data types:
ffj’Text (string)

I whole Number (integer)
I Decimal (double)

I TruefFalse (boolean)
I Hyperlink (anyURI)

| Date (date) [
§F‘ Time (time) v

—

You can also specify a default data type to use when adding this
control to a blank form.

Default data type: lTl?le {(string) 1% ‘

< Back Cancel I

N

x)

Click “Finish’ to complete the process of adding the “IntegriSign InfoPath Signature”

custom control.

Add or Remove Custom Controls [

Custom controls:

X

InteariSign InfoPath Signature

Remove

Rename...

OK |

Click “OK” to add the Custom IntegriSign InfoPath Signature ActiveX control to the

Controls task pane.

This completes the process of manually adding IntegriSign InfoPath Signature

control to MS InfoPath’s Controls list. The next section
IntegriSign in MS InfoPath.

illustrates how to use
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8.2 — Inserting a Signature Field in MS InfoPath

: Controls ¥
08 Layout

S5 Controls

ﬂ_j Data Source

3 Views

Insert controls:

IEI Repeating Choice Group

-

A Choice Section
::_q'I Repeating Recursive Section
Custom

= : [
q_I_rEegrlSlgn InfoPath Slgr:a_tLEg) =

[V automatically create data source
Add or Remove Custom Controls...

@) Help with Controls

Compose the InfoPath form. Put the cursor where the signature needs to be placed
on the form and click on the “IntegriSign InfoPath Signature” control in the “Controls”
pane. A placeholder appears on the form with the words “Double-click to Sign”.

8.3 — Signing a Signature Field in MS InfoPath

IntegriSign Desktop [ l]&
Signature Information
Signer Name: _[Mohn Doe ~|

Q: ePad device intialized properly. Start signing...

b poc

Prefetences I Clear |

Double-click on the signature field to initiate the signature capture. The signature
capture screen is now displayed to capture inputs from the tablet. Select the “Signer”
name from the list for a registered signer, or for public signing (e.g. customer
signing) the signer can just enter their name in the “Signer Name” field. Sign using
the ePad device. As the signing continues, the signature trace is displayed on the
signature capture dialog. To apply the signature to document, click the “OK” button.
To clear the signature, click the “Clear” button. To cancel, click the “Cancel” button in

the dialog displayed.
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